Holywell Primary and Nursery School


Acceptable Use Policy

This policy has been explained to the pupils of the school so that they understand that there are dangers associated with Internet use, and they know what behaviour is expected of them.

Purpose

This policy relates to the school's Internet facility.  The purpose of the policy is to protect children from undesirable materials on the Internet, to protect them from undesirable contacts over the Internet, and to prevent unacceptable use of the Internet by children or adults.  

The policy also addresses issues of copyright for materials published on the Internet.

Definitions
Undesirable materials

· pornographic images or obscene text on Internet Web Sites

· Language that is abusive, profane, inflammatory, coercive, defamatory, blasphemous, harassing or otherwise offensive, on Web Sites or e-mail messages

· racist, exploitative or illegal materials or messages on Web Sites or e-mail.

Undesirable contacts

· e-mail messages from unknown or unverified parties, who seek to establish a child's identity and/or to communicate with them, such as for advertising or potentially criminal purposes

Unacceptable use


· deliberate searching for, and accessing of, undesirable materials

· creating and transmitting e-mail messages that contain unacceptable language or content

· creating and publishing on the Internet materials that contain unacceptable language or content

Unintentional Exposure of Children to Undesirable Materials

It is the School's policy that every reasonable step should be taken to prevent exposure of children to undesirable materials on the Internet.  It is recognised that this can happen not only through deliberate searching for such materials, but also unintentionally when a justifiable Internet search yields unexpected results.

To prevent such occurrences, the School has adopted the following position, the use of an Internet Service Provider who offers protection by: 

· The filtering of sites by language content with prohibition of sites with unacceptable vocabulary 

In-school protection by: 

· Adult supervision of pupils' Internet activity, with no searching of the Internet allowed without a suitable adult present

In the event of children being unintentionally exposed to undesirable materials, the following steps will be taken: pupils should know to notify a teacher immediately

1. the Head Teacher will be notified by the teacher

2. the incident will be recorded in a central log, by which the school may reliably report the frequency and nature of incidents to any appropriate party

3. Parents or Governors will be notified at the discretion of the Head according to the degree of seriousness of the incident (for example, exposure to materials that include common profanities might not be notified to parents, but exposure to materials that included pornographic images would be notified)

Intentional Access of Undesirable Materials by Children

Children must never intentionally seek offensive material on the Internet.  Any transgression should be reported and recorded as outlined above.  Any incident will be treated as a disciplinary matter, and the parents of the child or children will normally be informed.

If deliberate access to undesirable materials is found to be repeated, flagrant or habitual, the matter will be treated as a serious disciplinary issue.  The child’s parents will be informed and the Governing Body will be advised.

Deliberate Access to Undesirable Materials by Adults

Deliberate access to undesirable materials by adults is unacceptable, and will be treated as a disciplinary issue.  If abuse is found to be repeated, flagrant or habitual, the matter will be treated as a very serious disciplinary issue.  The Governors will be advised and the Local Authority will be consulted.

Receipt and transmission of e-mails by Children

It is recognised that e-mail messages received or transmitted by children can contain language or content that is unacceptable.  It is also recognised that some people may try to use e-mail to identify and contact children for unacceptable reasons.

To avoid these problems the School has adopted the following practice:

· The use of an Internet service provider, which offers protection by e-mail filtering and pupils do not have access to e-mail except in teacher controlled situations. 

If staff believe that children have been targeted with e-mail messages by parties with criminal intent, the messages will be retained, the incident recorded, and the Governors and the child's parents informed.  Advice will also be taken regarding further steps.

Informing Children about the AUP
· Rules for acceptable use of the internet will be shared with children prior to internet use.

· Children will be informed that internet use will be monitored and of consequences of misuse. They will also be made aware of procedure for reporting unintentional access to inappropriate material.

School Website
· No materials will be published on the school website which contain any unacceptable images, language or content.  Infringement of this rule will be taken as a serious disciplinary issue.

· No materials will be published on the Internet which reveal the identity of any child.

· Identifiable, facial or close-up photographs of children will not be published on the Internet without individual parental approval.  
· Photographs may be published of pupils at a distance or in large groups without first seeking parental approval, where this does not draw attention to, or enable identification of, individual children.

Use of the School Internet by Visitors and Guests

· Members of school staff will take responsibility for the actions of any adult guests or visitors who they allow or encourage to use the school Internet facilities.  The essential "dos and don'ts" of this policy will be explained to such visitors and guests prior to their use of the Internet.  

· Unacceptable use will lead to the immediate withdrawal of permission to use the school Internet facility.

Copyright Issues

· It is recognised that all materials on the Internet are copyright, unless copyright is specifically waived.  It is the school's policy that the copyright of Internet materials will be respected.

· Where materials are published on the Internet as part of the teacher's professional duties, copyright will remain with the County Council. Materials published on school web sites will contain due copyright acknowledgements for any third-party materials contained within them.   
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